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MEMO

HOW TO SHOP ONLINE SAFELY

1.	Verify the identity of online companies you want to use.
2.	Do not assume that an online company is as reliable as its real world equivalent.
3.	Check comments and reviews from other users.
4,	Check all details before you press the send button.
5.	Make sure that your credit card has online fraud protection.
6.	Keep a detailed record of all your purchases.
7.	Be on the alert for phishing/fraud.
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There are many online companies whose brand name is instantly recognizable,
such as Amazon.com. Additionally, many real life stores now include an online
retailing arm as part of their retail services and you already know their
reputations. It is important, however, to also establish the identity of lesser
known online companies who do not have instant recognition or external store
status.

After looking for these signs of identification, it is a good idea to also ensure that
the company has a good online reputation. Do not assume that just because a
store in the real world sells things one way that their online service will be as
good. Reputation can be checked via searches of the internet for comments
from others on consumer review sites. Always look for the additional costs and
payment details prior to sending credit card details.

Once you're happy with the company you are purchasing from, ensure that your
credit card details are going to be processed using a secure connection. The
most common form of secure encryption is known as Secure Sockets Layer, or
SSL for short. Be sure to enter the correct details when typing in your order.
Always review the information before pressing send.

Use a credit card with online fraud protection. Just in case all else fails it pays to
know the policy for online fraud protection offered by your credit card company.
Many credit card companies offer protection against purchases made without
your consent and have special clauses to include online purchases.

After purchasing your item, always record the details of the time, date, receipt
number and order confirmation. If you cannot print one off, take a screenshot as
a form of proof of purchase.
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E-mail scams that are designed to gather personal information such as
passwords and credit card details are known as phishing e-mails. The idea is
that thousands or hundreds of thousands are sent out in the hope of reeling in
unsuspecting victims and getting them to part with confidential information. The
e-mails appear to be from well-known companies and can look quite convincing.

[Source: Fair Lady magazine]





